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PUBLICATION OF PERSONAL DATA INCLUDING PROFESSIONAL ACCOLADES ON A 

WEBSITE WITHOUT A LAWFUL BASIS IS A VIOLATION OF THE DATA PROTECTION ACT 

Arthur V.O Opinya, and 2 Others v Brainstorm Insurance Brokers Limited 

 
 

 
Background: 

In Arthur V.O Opinya, and 2 Others v Brainstorm 

Insurance Brokers Limited the Complainants, who 

are professionals employed by Nile Capital 

Insurance Brokers, alleged that the Respondent 

unlawfully processed their personal data by 

falsely presenting itself as being associated with 

them.  

Specifically, the Respondent published the 

Complainants’ names, professional titles and 

professional accolades on its website and 

included the same information in a license 

application, despite the fact that there was no 

employment or other professional relationship 

between the parties.   

The Respondent’s Response: 

The Respondent admitted that it had no lawful 

basis for processing the Complainants’ personal 

data. It attributed the publication of the 

Complainants’ information on its website to an 

inadvertent error by its web developer, who 

allegedly uploaded the information during a 

routine website update.  

The Respondent also stated that, upon becoming 

aware of the issue, it promptly removed the 

information from its website and implemented 

additional internal review procedures, including 

an approval protocol for all website content 

updates, to prevent a recurrence. 

 

Determination 

The Data Commissioner held as follows:- 

a. Contrary to section 26 (a) and 29 of the 

Act, the Complainants were not informed 

that their personal data and professional 

accolades will be published on a website 

or used in the Respondent's license 

application. Therefore, they were denied 

the opportunity to understand, approve or 

object to the use of their personal data. 

 

b. The Respondent failed to establish any 

lawful basis for processing the 

Complainant’s personal data. In 

particular, contrary to sections 25 (b), 30 

and 32 of the Act, Respondent used the 

Complainants’ names, professional titles 

and professional accolades without their 

consent. 

 

c. The Respondent violated Sections 25(a) 

and (b) of the Act by failing to process the 

Complainants’ data in accordance with 

their right to privacy, and by processing it 

in a manner that was neither lawful, fair 

nor transparent. 

 
d. Although the Respondent attributed the 

incident to a web developer error, the 

ODPC held that this did not absolve them 

of their responsibility. Further, the ODPC 
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held that the Respondent failed to 

implement appropriate safeguards to 

limit processing to necessary purposes, 

control access or prevent unauthorised 

use and failed to identify and mitigate 

foreseeable risks associated with handling 

personal data. 

 

e. The Respondent failed to demonstrate that 

the indirect collection of the 

Complainants’ personal data fell within 

the permissible grounds under Section 

28(2) of the Act, or that such collection was 

lawful, specific and explicitly defined as 

required under Section 28(3) of the Act. 

 

f. Consequently, the Data Commissioner 

issued an Enforcement Notice and 

ordered the Respondent to pay each of the 

three Complainants Kes 337,500, 

amounting to a total of Kes 1,012,500, as 

compensation for the unlawful processing 

of their personal data. 
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About Mutie Advocates 

Mutie Advocates is a Nairobi-based law firm with a strong focus on legal compliance, data protection 

and privacy law, complemented by a broad range of legal services. Built on a foundation of legal 

excellence, the firm provides expert support in corporate and commercial law, employment and labour 

relations, intellectual property, litigation, dispute resolution and regulatory compliance. Known for its 

practical and client-centered approach, Mutie Advocates helps organizations navigate complex legal and 

regulatory landscapes through data audits, policy development and strategic legal advisory. The firm 

serves a diverse clientele, including individuals, corporates, non-governmental organizations and public 

institutions, delivering timely, effective and solution- oriented legal services. 

 

 

Website: www.mutie-advocate.com 

Phone: +254 768 042 180 

E-mail: info@mutieadvocates.com 

Address: Assi Centre, School Lane, Westlands  

P O Box 211-00621, Nairobi 

 

 

Disclaimer: 

The views expressed in this article are for general guidance and should not be interpreted as legal advice. Mutie 

Advocates shall not be held liable for any reliance placed on this information without formal legal consultation. 

Always seek professional advice tailored to your situation. 

Anne Muema 
Advocate / Managing Partner 
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